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1.2  № ’ 

1.2.1  ֟ ̂2015 12 24 -2015 12 31 ̃ 

 

1.2.2  ̂2015 12 24 -2015 12 31 ̃ 
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1.2.4  Ҥ ̂2015 12 24 -2015 12 31 ̃ 
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1.3     

1.3.1  EMC RSA SecurID Web Agent ᴍ  

Е 2015- 12- 24 

Е 2015- 12- 24 

Е CVE(CAN) ID: CVE- 2015- 6851 

֥ Е EMC RSA SecurID Web Agent <8.0 

Ғ Е  

₵ ᴌЕ ₵  EMC RSA SecurID Web Agent  

Е EMC RSA SecurID Web Agent ḪЃEMCЄ

῎ ҅ ԓWeb ԓ

ῇ Ї Ὶ └ RSA

ꜙ ᴓ ” ɼ 

EMC RSA SecurID Web Agent 8.0Ӑ╦ Ҳ

ᴓ ɼ ₵ ⌐

ᴓ ┼Ї ᵲɼ 

Ὴ Е ╦ ԋ ḷװ҆ Ὴ Ї

ῗ Ӏ Е 

http://www.emc.com/domains/rsa/index.htm    

http://www.emc.com/domains/rsa/index.htm
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1.3.2  F-Secure Online Scannerᴋ ף  

Е 2015- 12- 25 

Е 2015- 12- 25 

Е CVE(CAN) ID: CVE- 2015- 8264 

֥ Е F- Secure Oline Scanner  

Ғ Е  

₵ ᴌЕ ₵ F- Secure Online Scanner  

Е F- Secure Online Scanner ῒ F- Secure῎

҅ ԓ PC ᴌɼ 

F- Secure Online Scanner Ҳ ᴑ ש

ɼ ₵ ᶕ ᶕ

┼ Dynamic Link Library(DLL) ᴌЇ

⌐ ┼ ɼ 

Ὴ Е ╦ ԋ ḷװ҆ Ὴ Ї

ῗ Ӏ Е 

https://www.f - secure.com/  

1.3.3  Google Chrome ₮  

Е 2015- 12- 25 

Е 2015- 12- 25 

Е CVE(CAN) ID: CVE- 2015- 8664 

https://www.f-secure.com/
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֥ Е Google Chrome <47.0.2526.106 

Ғ Е  

₵ ᴌЕ ₵ Google Chrome 

Е Google Chrome ЃGoogleЄ῎

҅ Web ɼ 

Google Chrome 47.0.2526.106Ӑ╦

content/common/cursors/webcursor.cc ᴌҲ

ļWebCursor::Deserialize Ľ⃰ ₴

ɼ ₵ Ṩ꜡ ┼ RGBAἥ

⌐ ꜙɼ 

Ὴ Е ╦ ԋ ḷװ҆ Ὴ Ї

҆ Е 

http://googlechromereleases.blogspot.com/20

15/12/stable - channel- update_15.html   

1.3.4  WinRARᴋ ף  

Е 2015- 12- 25 

Е 2015- 12- 25 

Е CVE(CAN) ID: CVE- 2015- 5663 

֥ Е WinRAR WinRAR 5.30 beta 4 

http://googlechromereleases.blogspot.com/2015/12/stable-channel-update_15.html
http://googlechromereleases.blogspot.com/2015/12/stable-channel-update_15.html
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Ғ Е  

₵ ᴌЕ ₵ WinRAR 

Е WinRAR ᴌ Alexander Roshal

҅ ᴌ Ї RARғ ZIP ᴌЇ

ҙ CABɻARJ LZH ᴌɼ 

WinRARҲ ᴑ ש ɼ ₵ ⌐

װ ᴑ ש ɼWinRAR

 5.30 beta 4 Ҳ ЇῚל Ӥ

└ ɼ 

Ὴ Е ╦ ԋ ḷװ҆ Ὴ Ї

ῗ Ӏ Е 

http://www.rarsoft.com/    

1.3.5  Cacti SQL ῀  

Е 2015- 12- 28 

Е 2015- 12- 28 

Е CVE(CAN) ID: CVE- 2015- 8369 

֥ Е Cacti Cacti <=0.8.8f  

Ғ Е  

₵ ᴌЕ ₵ Cactiɼ 

Е Cacti Cacti ҅

http://www.rarsoft.com/
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ⅎ Ίɼ Ί snmpget Їᶕ

RRDtool ⅎ Ї ᶱ

ꜗ ɼ 

Cacti 0.8.8f ╦װ SQL ῇ ɼᾡ

₵ graphphp ꜠Ҳ rra_id

ᴑ SQL  ɼת

Ὴ Е Ґ ᶱ Ὴ῎ װ҆

ḷ Е 

http://seclists.org/fulldisclosure/2015/Dec

/8   

1.3.6  VMware vRealize Orchestratorᴋ פ  

Е 2015- 12- 25 

Е 2015- 12- 25 

Е CVE(CAN) ID: CVE- 2015- 6934 

Е VMware vRealize Orchestrator 6.x  

VMware vRealize Operations 6.x  

VMware vCenter Application Discovery Manager 

(vADM) 7.x 

VMware vCenter Operations 5.x  

VMware vCenter Orchestrator 5.x  

http://seclists.org/fulldisclosure/2015/Dec/8
http://seclists.org/fulldisclosure/2015/Dec/8
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Ғ Е  

₵ ᴌЕ ₵ VMware vRealize Orchestrator  

Е VMware vRealize Orchestrator ҅ ԓғ

VMware vCloud Suite ᴌ Ї ꜙ

מ֢ IT ꜠ ɼ 

VMware vRealize Orchestrator 6.x, vCenter 

Orchestrator 5.x, vRealize Operations 6.x, 

vCenter Operations 5.x,v Center Application 

Discovery Manager 7.x ᴑ ת ɼ

ᾡ ₵ ┼ ∆ Java

ᴑ  ɼת

Ὴ Е Ґ ᶱ Ὴ῎ װ҆

ḷ Е 

http://www.vmware.com/security/advisories/V

MSA- 2015- 0009.html   

1.3.7  Adobe֟ ῤ  

Е 2015- 12- 30 

Е 2015- 12- 30 

Е CVE(CAN) ID: CVE- 2015- 8643 

֥ Е Adobe Flash Player(on Windows/OS X) 19.x  

http://www.vmware.com/security/advisories/VMSA-2015-0009.html
http://www.vmware.com/security/advisories/VMSA-2015-0009.html
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Adobe Flash Player <18.0.0.324  

Adobe Flash Player(on Windows/OS X) 20.x(<2

0.0.0.267)  

Adobe AIR <20.0.0.233 

Adobe AIR SDK & Compiler <20.0.0.233  

Adobe AIR SDK <20.0.0.233 

Ғ Е  

₵ ᴌЕ ₵ Adobe 

Е Adobe Flash PlayerɻAdobe AIR SDK Adobe AIR 

SDK & Compiler ЃAdobeЄ῎

֥ ɼAdobe Flash Player ҅ ᵩ ֥

ЖAdobe AIR SDK Adobe AIR SDK & Compiler

ԓ Adobe AIRЃ҅ү ᵲ

Є ‼ Ί ɼ 

Adobe֥ Ὺ ɼᾡ ₵

⌐ ᴑ ש ɼ 

Ὴ Е Ґᶱ ᶱ Ὴ῎ ҆

Ḫ Е 

https://helpx.adobe.com/security/products/f

lash - player/apsb16 - 01.html   

https://helpx.adobe.com/security/products/flash-player/apsb16-01.html
https://helpx.adobe.com/security/products/flash-player/apsb16-01.html
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1.3.8  Mozilla֟ ῃ  

Е 2015- 12- 31 

Е 2015- 12- 31 

Е CVE(CAN) ID: CVE- 2015- 7575 

Е Mozilla Firefox <43.0.2  

Mozilla Firefox ESR <38.5.2  

Mozilla Network Security Services <3.20.2  

Ғ Е  

₵ ᴌЕ ₵ Mozilla ֥  

Е Mozilla Firefox Ї Firefox ESR Network 

Security Services Mozilla ᴰ

ɼFirefox ҅ Web ЖFirefox ESR

Firefox ҅ү ɼ Network 

Security Services ЃNSSЄ ҅ү⃰ Ѓ

Ὴ ꜙ Єɼ 

Mozilla Firefox 43.0.2 Ӑ╦ ЇFirefox ESR 

38.5.2 Ӑ╦ ЇNetwork Security Services 

3.20.2 Ӑ╦ Ὴ ɼ ₵ ⌐

Ὴ ┼Ї ᵲɼ 
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Ὴ Е ᶱ ҆Ḫ Е 

https://www.mozilla.org/   

1.3.9  IBM OpenPages GRC Platform SQL ῀     

Е 2015- 12- 31 

Е 2015- 12- 31 

Е CVE(CAN) ID: CVE- 2015- 5049 

֥ Е IBM openpages grc platform 7.1  

IBM openpages grc platform 7.0  

Ғ Е  

₵ ᴌЕ ₵ Apache 

Е IBM OpenPages GRC Platform IBM῎

҅ ԓ ᴗҟ ɻ

ɼ ᶱ҅

Ѓ ᵲ ɻ ɻ ꜙ ┼

Є ꜙ ꜗ ᴌɼ 

IBM OpenPages GRC Platform 7.1 7.0

SQL ῇ ɼ ₵ ⌐

ᴑ SQL  ɼת

Ὴ Е ᶱ ҆Ḫ Е 

http://www.ibm.com/   

https://www.mozilla.org/
http://www.ibm.com/
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1.3.10  Google Chrome MIDI  

Е 2015- 12- 29 

Е 2015- 12- 29 

Е CVE(CAN) ID: CVE- 2015- 6792 

Е Google Chrome <47.0.2526.106 

Ғ Е  

₵ ᴌЕ ₵ ᶕ Google Chrome 

Е Google Chrome Google ҅ Web

Ίɼ 

Google Chrome 47.0.2526.106Ӑ╦ ЇMIDI

ɼ ₵ ⌐

ꜙ ᴑ ש ɼ 

Ὴ Е ╦ ԋ ḷװ҆ ү Ὴ

Ї └ Ӏ Ґ Е 

http://googlechromere leases.blogspot.com/20

15/12/stable - channel- update_15.html   

http://googlechromereleases.blogspot.com/2015/12/stable-channel-update_15.html
http://googlechromereleases.blogspot.com/2015/12/stable-channel-update_15.html
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2  

2.1 ’ 

Ὺ Ӏ ҿ 63.5 ҌүЇῚҲ

Ὺ Ὅ ┼ Ӏ 34.6 Ҍװ Ὺ

Ѓconficker Є Ӏ 28.9Ҍɼ 

 

Ὅ

Ӏ ⅎ

‟ ЇῚҲ

Ὅ

ɼ 

 

 

 

╦Ҏᵣ ⅎ⌡ ɻ

ҡ ɼ 
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2.2  

2.2.1   Trojan .Win32.Injector.fy Ѓ Є 

 ǼǼǼǼ 

Ї ЇҐ ꜡

═ Ж ┼Ї ᵲЇ

Ḫ ɼ 

 

2.2.2   Trojan.Win32.Generic.18FB061DЃ Є 

 ǼǼǼǼ 

∩ ᴌЇ ᴌ ꜠

C:\ DOCUME~1\ ADMINI~1\ LOCALS~1\ Temp\ \ iexplore.exe ɼ Ї

꞉ Ї ᵯү Ї Ї

Ґ Ὶל ɼ ҅ Ҳ Ї ҹ

ɼ 

 

2.2.3   Worm.Script.VBS.Agent.giЃ Є 

 ǼǼǼǼ 

Ӏ ᴌ Ї Ὶ ɼ

ḷ ῳ ЇװḈ ꜠ɼ Ӑ Ї
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Ї ҿ ═ Ї ɼ

҅ Ҳ Ї ₴ ɼ 

 

2.2.4   Win32.Drop.DDos.eŝᴰ ̃ 

ǼǼǼǼ 

dll └ TEMP Ї ┼└ Їꜘ

dll Ї∕ ꜙ ꜠Ї Ї

Їת Ḫ ЇҐ Ὶל ɼ ҅ Ҳ Ї

ҿ DDoS ₵ Ίɼ 

 

 

2.2.5   Worm.Win32.Gamarue.an̂ ̃ 

ǼǼǼǼ 

ᴰ ῇ Ї Ὶל Ї ┼

ᴌ ҐЇḷ ῳ Ї ꜠ɼ ᴰ

ЇҐ Ὶל Ї Ҳ Ḫ Ї

ɼ ҅ Ҳ ҹ Ḫ ɼ 
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2.3  

ü Web Їꜙ Ҳ

ᴌ Ņ ņꜗ ɼ Ї Ґ ᵲ

ᴌ ҆ Ї ⌐

ῇ᷾ ᵲ ɼ ָ Ӥ

ꜙ Ї ꜙ Ὴ Ї

ḷ ꜘ ɼ 

 

ü ᶕ ᴌꜙ ɻᾥⅎ Ї 2└ 3 ҏЇװ

Ḧװ Ḫ ɼ 

 

ü Ғ ɻ ᴌЇ Ὶ ᴌ ᴌɼ ԓ Ї

Ї ᵩ ɻ Ї

⌐ Ї └Ὶל ɼ 

 

ü Ầ ᴓɼ 

 

ü Ғ Ғ ЇҒ Ґ ᴌЖҒ QQɻ ᴌɻ

Ḫ ᴶ ᴌɼ 
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3 Ὴ ῊԐᴌ 

3.1 ῃ ’ 

 

Ὺ ҿ 4712үЖ Ὺ ῇ

ҿ 1254үЖ Ὺ ᴕῺ ҿ 3944үɼ 

Ὺ (GOV ) ҿ 90үЃ Ὺ 1. 9%ЄЇ

ҏ ҏ ԋ 9.8%Ж Ὺ ῇ (GOV ) ҿ

54үЃ Ὺ 4.3%ЄЇ ҏ Ґ ԋ 3.6%Ж Ὺ

ᴕῺ 3410үЇIP 1061үЇ ү IP

ԋ 4үᴕῺ ɼ 
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3.2  ῃ    

ľ Ḫ Ŀᵲҿ҅ Ⱶԓ WEB Ὴ Ҙҟ֥ ꜙ

ᶱ Ї Ґװ Ὴ Їװ Ḧ Ḫ

Ὴɼ 

1ɻ Ҙҟ Ὴ ᵆɼ 

2ɻ Ὴ ᵆ Ὴ

ḷ ɼ 

3ɻ Ҙҟ WEB Ї ԝ Ӏ WEB

Ὴ ₵ Ὴ ɼ 

4ɻ ҅ Ὴ ┼ Ї Ḫ

ᶕ ɼ 

5ɻ ҅ Ї

Ї̔ ᴑᵫ ‟ Ї

ᾭ ҟꜙҲ ɼ 

    6ɻ ῗ ָ ָ Ὴ Ї Ὴ

Ⱶ ᵲ Ⱶɼ 

7ɻ Ґװ E Ὴ app Ὴ ɻ

Ḫ ЇҐ Еhttp://www.easyaq.com/   Ї

ῗ E Ὴ Ḫ῎ᴭ ЕEAQapp

http://www.easyaq.com/
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4 Ὴ  

4.1  ῤ ῃ    

4.1.1   ᾝ Ẋ Ҭ ᵥ Ḥ ῃ ⱬ 

 

2016 ᾣ ҏ ԋ, Ҳ ᾥ ɼ

₴ Ї ᾨ └

Ὴ ŀŀ ᶕ╦ Ӎ־ ɼ Ҳ

ῊḦ ┼Ї ᴂ ╔Ḧ Ї ԋ

ҹ ҿ ғԐ ɼ 

Ґ ᴂ ҅ ԋ ₉ Ḧװ ŀŀ

қ ҏ ү ɼ 

Ὴ ᶉ  

 

ԓ ᵲ Ї ᶕ ῚҲ Ḧ 
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ᴑᵫ Ḫ ᵤ Ї Chromebookӈ Ὶ ҅֙

⅓ ₵ ⸗῎ ɼῚ ҅

֥ש Ї ᵲ ⅓ ꜡ ᴂ ╦

ᵤ Ḫ ҧ ɼ 

Ї Ї Ӎ ꜙ

Ḧ ꜠ Ҳ ᴗҟɻүָ װ ₧ Ḫ ɼ Ї

Ҳ cookie ᴌ ҅⅓ ꜠ ꜗ ɼ∩

֙ Ҳ Ғ└ ᴌɼ ᶕ ԋ ԓԜ ᴌΐ

֩ ꜙЇ Ӎ Ḧ SSL ɼ װ

ҿҪ Ḧ Їᶡ Ԝ ꜙ Ҳ Ὴ ᴌ ꜘ ɼ 

ῴ ЇӤ⌡ ԋ ҏ҅ Ḧ ɼ Ї

⌡ ҲЇ └ Ҳ

ɼ 

⌡  

Ҳ Ї ҅ ῚḦ ῗ ɼ

ᴂ װ ӵ҅ מ SIM ᶕ ҹ

ɼ IT ᴰ └ҿ ᵣ ᶱ Ҙ Ḧװ

ᵲ Ⱶɼ ҙ ԓ Ї ᴰ

ɼ ⌡ ԋ ҟ ֢ ҅ҐЇ ᶱ

ɼ 

ᾥⅎ ꜗ ҒḈ 
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ῗ ꜙ Ҳᶕ ԋ

┼Ї Ӎ Ὴ ҅ ɼ ֙ ꜙᴰװ Ḫ

ᴂ ҅ ҅ Ї Ӎ ᵣ

ש ŀŀ ҿ ┼ Ҳ ɼ ҏ ₴

Ṣ └ԋ ԐЇ ԋ ҅ ꜗ ꜗ └

Ҳɼ 

Ӑ╦ Ὴ  

ᴂ ҩ ”ЕῚ҅ҿ ῊЇῚԑҿ Ὴɼ

ԓ╦ Ї װ ᶕ Ὴ ꜘ Ḧ ꜠ Ї

꜠ Ѓ MDMЄ ᴌװ Ҙ

Ѓ VPNЄ  

ᵜ Ї ᵣ װ ᵲ

ŀŀ ᵲ үָ ҿɼ ₉ӓה Ғᴰ ҏ

⸗῎Ї ҿ ЇῚלӝ └ ҏ

Ὺ Ѓ Ғ ╦ ԋЇ ᴂ₉ӓ

ῇЄɼ Ї ֙ ꜗ Ї װ

ָ ᾩЇᵜ ғ ӝ └ ҅ ⅎḪ ɼ 

Ғ ᶕ Wi- Fi  

Wi- Fi Ғ Ὴɼ Їװ ᾭᶕ ᴑᵫ῎ΐ Ї

ῚҲӤ ᶱ ԝ ῇ ɼ ᶕ

Ḫ ᴶ ɼ ЇҒ ҲҐ ᴑᵫ Ї ᶕῚ
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Ғᴰ Ӎ־ ŀŀ ҿ ‟ ɼ

ЇҒ ғ Їה ᶕ ָ

ɼ 

Ḧ  

װ Ὶ ҅֙ Ḧ ɻ װ֥ ָ

ῊɼӃᶡ Ї ҌҒ Ḉᶕ Ғ U ɼ ᶕ ֙

ᴂ └ ɼ 

Ӥ ῗ ᵫ ᵫ ᶕ VPNɼ ֙ҟꜙ

Ғ VPN ᴌ ‟ҐҐ └ԋ ᴌЇ

└᷾ ɼ 

Ḧ ῚҲ ῗ ɼ ӐЇ ᴂ҅

Ầ־ӍЇ Ὴ װ Ҳ ָת ῊḦ ɼ 

ῗ ʅE Ὴʆ Ḫ ῎ᴭ EAQappɼ 

 

 

 

 



Ḡԅ  

ᾢ ῃ ῃ ᵣ ‗ ᶫ                                29  ῍ 74  

Ḥ Ὲ        www.dbappsecurity.com.cn              Ⱶ ̔400- 605- 9110 

4.1.2   ҹᵰ ҕ ԑ ᴪ Ԋ 

Ņԝװ ԝ ¥ΐ֩ΐ ŀŀ ΐ ᵩņҿӀ

ԑ қ ԝ ᴰԓ 2015 12 16- 18 Ҳ ӑ

ɼᴰ ҲЇҲΐҲ ӫ ɻ Ӏ ӥ Ӏ Ҳ ₴ԝ

Ņ4 ∑ņ Ņ5 Ӏ ņЇ ᵣԝ

ԋҒ Ӏ Ї └ ᴶ ɻԝ ∕ ɻ

ᵲ ɼ ָ ɻԜ ꜙɻ ɻᾨ ԝ

Ӥ ֬ Ї ᵩҏ ԝ ɼ ᴰЇ

ᴰ ԝ ῗ֥ҟЇ ɼ 

ᴰ ꜗ ЇҐ E Ὴ

└ Ḫ ה Ὴ ҿ Ҳ

қ ԝ ᴰɼ 

қ Ҳ  ῗ ᴰ TOP10  
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ԝ ҿ Ї ᴗҟӤ

ү Ҏ Ї ָ ᴰЇ ֙

Ḫ ɼ ᵩӤ  ᴰ ԍԋ ῗ Ї Ї

ᴰ Ӄ Ї ₴Ҳ ᴶ ԝ ₴ԋ

Ḫɼ Ї ᴰ └Ὴ 191ү  

ῗ ЇῚҲװ ɻ ɻ ҿ Ї ᴰ Ὴ

қ ԝ ᴰ └ԋ 10ָֽ

ɼ 

ԝ ∕ ғ  ῗ ᴰ TOP10 ᴓ 
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Ї ɻ ֪ ɻ ҡ ү

ꜘῗ ᴰЇ 10ү ᴓ ֥ ԋ 8.7 ָֽ Ї

ҙ Ὺ ԝ Ӥ Ҳ ֙ ɼ ֙

ԝ ԐЇ ҿқװ ԝ ∕ ꜠ ᶱ ꜠

ᶡЇ Ӥ Ҳ ᶳ ∕ Ї ԝ Ὺ Ⱶ

ҿ ɼ 

꜠ԝ Ғשׂ  

 

Їῗ ᴰ ꜠ 30%Ї ҿғ ⅎ

 ֘ ɼ ᴰ Ӥ ᴰ ‟

֢ Appⅎ֩└ԝ ɼ 
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Ῐ ָ Ӏ  
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ᴰ Ї Ӏ ӥ ₴ Ӏ Ї

ԝ ָ ΐ Ї ΐ ΐ ᵩЇ

꜠ ԝ ԝ ɻΐ֩ΐ Їҿ ∕ָ ꜘ

꜡Ⱶɼӥ Ӏ Ҳ ₴ԋԝ Ņ ∑ņɻŅ֒

Ӏ ņ ԋῊ ῗ ɼ 

ᴰ ₵ TOP10 

 

Ї ᴰ Ὴ ᵣ Ḫ

₵ ԓ 63ү ЇῚҲ ΐ 678Ҍ ₵ɻ

ꜘ ΐ 276Ҍ ₵ɻ ΐ 135Ҍ ₵ɼ 
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ᶕ ₵  

 

Ї ᴰ ᴰӀⱵ Ὴ ᵣ Ḫ ₴

₵ ҿ 3.8 ֽ Ї қ ԝ ᴰ

ɻ ₵ɼהῊ ЇCC ₵ғ ד₵

Ӏ ₵ ɼ 

₵  
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Їқ ԝ ᴰ ₵ Ḧ ᵣЇ └ԋ

ָ 39.4Ҍ ₵Ї ԝ ᴰ ∑ҿ 27Ҍ ₵Ї

Ӥ ₴ԋ ҅ ₵ ҿ ɼ ᴰ װ

Ї ᴰ╦҅ү ₵ Ї ԓ 11

24 └ ɼ ᴰ Ї ₵Ӥ ԓ ɼ 
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4.1.3   Ḥ ľ▲ Ŀ ̆ Ҍ  

Ї҅∑װŅHKņ Ḫ═ Ї ӐℓℓЇ҅ Ї

үָ SIM ᴰ ┼Ї Ғ Ї מ

ɻ Ḫ ₴ ɼָᴂ Ӑ Ї ŅҒ

ҏ ņɼ Ї ҅ ŅẐ ņɼҒ

Ї Ḫ Ņ◌ ņ Ғ Ї ָ Ғ Ї Ņ

Ӑ ņ ᵥ ɼ 

ŅHKņḪ КẐ  

 

Ņ ϼ ꜗ Ҳ ꜠ TVҟꜙЇ ‼ 118ᾣ/ ɼ

ḪŃHK0D0011550629116ń└ 10086ɼҲ ꜠ņ 

 










































































